
WardPass Plan

This is the plan document for WardPass.

What is WardPass?

WardPass is a secure password management solution. With WardPass,
you can easily organize your passwords into different folders called
Vaults, and use them when you want to sign in to any service.

Tech stack

•  Next.js
•  TypeScript
•  Node.js
•  Tailwind CSS
•  Shadcn UI
•  Framer Motion
•  Prisma
•  Neon Database Services
•  React Hook Form
•  Better Auth
•  Resend for emails
•  Tanstack React Query
•  Zod
•  Zustand
•  Encryption using @noble/ciphers and @noble/hashes.

and more...



Navigation Plan

The navigation section will include:

•  Home / Landing Page

(Anchor links on landing page)

•  Features
•  Security

(Other Pages)

•  Password Generator
•  Chrome Extension
•  Donate Link

Landing page Plan

The aim of the landing page is to capture the attention of the user and
convince them to sign up. Artificial Intelligence will be used to generate
this page, and I will make the necessary adjustments.

Password Generator page Plan

Users will be able to generate very strong passwords using the
password generator function on this page.

Chrome Extension page Plan

This the page that will eventually direct users to the WardPass Chrome
Extension.



Footer plan

The footer will be present on all pages (except for the dashboard
pages), and will contain the following links:

•  License
•  Security Whitepaper
•  Contact Support

License

This page will indicate to users that WardPass is under the MIT License.

Security Whitepaper

This page will go detail to all security standards and protocols that
WardPass adheres to.

Contact Support

This page will have a button that links to the contact section of my
portfolio website.

Dashboard Plan

The dashboard will consist of a topbar, sidebar and the main content.
The plans for each section are below.

Topbar Plan

The topbar will consist of the logo that links back to the home page, a



search bar to search the application, warnings, and notifications.

Sidebar Plan

The sidebar will consist of:

1. All Vaults Page to select vaults
2. A list of all vaults which if selected leads to the page of that vault.
3. Collapse Sidebar button
4. Import Passwords Page
5. Admin Panel Page (if the user is an admin).
6. Lock WardPass button -> This button locks the application,

prompting the user to re-enter their passwords to access their
vaults.

7. User Dropdown Menu -> This menu will consist of the Profile,
Settings, and Trash pages, the Support button and the Log out
function.

•  The Profile page will give the user the ability to change their
profile image and name.

•  The Settings page will allow users to change their
preferences, app functions, and other configurations.

•  The Trash page will function as a trash bin.
•  The Support button will redirect the user to the contact

support page.
•  The Log out function will allow the user to log out of the

application.

Vault CRUD Plan

The vaults are the core of the application. A vault will function as folder
that contains a set of credentials. Users will be able to customize the
names and icons and icon colors of vaults. For now, users will only be
able to create up to 3 vaults with 3 vault items per vault. This is a rate
limit that will be set in place in case too many users sign up for the
application, as the WardPass team has limited database storage space.



Settings Plan

The settings page will contain the following:

•  General -> Change the theme.
•  Account -> Modify account details, update email, change / create /

reset password, sign out and delete account.
•  Security -> Change the time it takes to automatically lock vaults

after periods of inactivity for safety purposes.
•  Export Data -> Export data from a respective vault.
•  Contact Us -> Link to the contact support page.
•  Donate -> Link to the donate page.
•  Other Apps -> A page to showcase the other apps I have built.

Admin Panel Plan

This area is only for admins. Actions to manage users (provided by
Better Auth) are all in this panel and are noted below.

User management actions

1. Create User (done)
2. List Users (done merged with get user)
3. Get User (done)
4. Set Role (done)
5. Set User Password (done)
6. Update user (done)
7. Ban user (done)
8. Unban user (done)
9. List User Sessions (done)

10. Revoke User Session (done)
11. Revoke All Sessions for a user (done)
12. Remove User (done)

Impersonation



1. Impersonate user (done)
2. Stop impersonating user (done)

Keyboard Shortcuts Plan

The following are the keyboard shortcuts for WardPass:

1. 'ESC' Key to go back to landing page.
2. 'ALT + V' to go to the vaults page.
3. 'ALT + T' to change theme.
4. 'ALT + P' to open promotional message.
5. 'ALT + U' to open user settings.


